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IT as a commodity:  The Premise

Letʼs look at a few
interesting facts:

• Robert Weismanʼs editorial in
4/30/05 Boston Globe argues a
shift of IT from asset to commod-
ity.

• Nicholas Carrʼs May 2003
Harvard Business Review article
titled “IT Doesnʼt Matter” (refer-
enced by Weisman 4/30/05)
looking at the staggering in-
creases in IT spending.

• The February 2002 Newsletter
editorial article teasing readers
with my opinion that hardware
and software has never been
worse!

• My (Nancy James) September
2004 Newsletter describing a
greater and greater dependency
on sub-assemblers and
outsourced services.

A Review:
Nicholas Carr in his 2003 HBR article
cites some staggering statistics
regarding US capital expenditures on
IT: 1965 = 5%, 1980ʼs = 15%, 1990ʼs =
30% and 2000 = 50% (NPJ comment:
remembering that Y2K remediation
was part of the millenniumʼs ex-
penses).

I have maintained in my newsletters
for the past several years that legacy
systems and legacy processes have
been updated with new hardware but
obsolete methods.  Low-cost process-
ing workers have been replaced with
high-cost IT professionals.  As a

Problems Found and Their Solutions

consequence, corporate leaders, with
Y2K remediation systems still not
functioning, are understandably
reluctant to invest in new technologies.
Thus, the current drag on our business
costs and economy.

We also see a trend by manufacturers
to outsource work to precision assem-
blers for board and component
assembly.  In fact, precision parts
manufacturing more and more defines
the Massachusetts technology corri-
dors.

"Small business solutions” suppliers
from IBM to local providers offer
outsourced support to harried execu-
tives tired of IT headaches.  For
example, among small business
outsourcers is a local Waltham pro-
vider, New England Data Services
(NEDS), providing solutions to the
disruptions caused by in-house
supported networks.  Craig Brenner,
CEO of NEDS, stated: “We offer a
wide range of outsourced services
designed to remove the headaches of
complex IT structures, security, and
reliability from clientʼs facilities.  With
NEDS support our customers can
return to their businessʼs core compe-
tencies.”

As our technology becomes more
complex, focused solutions are
needed.  Commoditization may not be
a bad resolution!

The Issues:
So now your processing functions as
well as  some hardware is scattered
locally or widely.  What do you do with
respect to fire, theft, security, privacy,
and other protection?

• Your outsourcerʼs contract will
disclaim any direct or conse-
quential damages.  You can
expect that!

• Your own property/liability
insurance policy will be your
corporate location site specific,
with only limited coverage at any
other location.

• The privacy of your internal and
client data is now way out of your
control (even while you hold your
provider harmless!).

As a business you are now a part of a
complex web of communications
movement and storage.  What you
gain in service capability and reliability,
you lose in direct control.

The Solution:
Be sure your insurer understands your
new operational configuration and has
solutions within at least the same
boundaries as before you outsourced.

You will need to consider all
outsourced services as branches of
your own offices and operations.
Coverage for each function should be
analyzed and insured by you if not by
your outsourced service provider.

Nancy P. James is the principal of
N. P. James Insurance Agency in
Concord, MA, where she specializes
in risk analysis and insurance for
technology-based clients.  She can be
reached at 978-369-2771 or
npjames@npjames.com.

RISK is a 4-Letter Word

With the economy in turmoil, businesses are looking 
for every means of survival.  While assuming 
additional risk is a common practice during economic 
downturns, this current global crisis is responding 
to risk ultra-cautiously.  Many view those people 
who played fast and loose with risk as primarily 
responsible for our economic woes.  

Thus, you need all the more caution with risk for 
survival and ultimate success.

But how does that work with operational dollars 
stretched so thin?  Let’s look at issues involving risk 
transfer and how it might draw added value toward 
you and your products.

1. Liabilities assumed with your product should 
alwaysalways be transferred!  Be sure that you are not always be transferred!  Be sure that you are not always
only covered for your US sales, but also your 
global product distribution is insured for product 
failure causing injury or damage.

2. Beware of the language “Coverage is global for 
suits fi rst brought in the United States,” which will 
not respond if someone brings suit against you in 
a foreign court.

3. Shipments FOB your loading dock still need FOB your loading dock still need FOB your loading dock
to have transit coverage in place for the 
circumstances where your customer has not 
placed coverage and refuses to pay you for a 
damaged or lost (undelivered) shipment.

4. Be careful to understand standard exclusions 
for aircraft-related products, hazardous material, 
and fi nancial injury due to faulty products.  You 
can secure coverage for such risks at reasonable 
prices.  These are not risks you want to overlook.

5. Use the expertise of your insurance professional, 
accountant, and attorney to help you minimize 
risk to maximize value.  Each perspective can 
help you assess and manage exposures to 
identifi able loss potential.  

LLC’s versus Personal Trusts
for Seasonal Homes

We have been seeing a lot of “personal” LLC’s in 
Maine lately for vacation homes.  Some attorneys are 
recommending LLC’s instead of Personal Trusts to clients 

for their seasonal family-owned properties.

An LLC is a “commercial” (business) entity, thus you 
cannot place personal home insurance the way you can on 
a Trust entity.  Personal Liability Umbrellas do not respond 
to LLC’s either – you need separate commercial umbrellas 
for the LLC.  By choosing to place a seasonal home in an 
LLC, you will waste money and lose very broad coverage 
that comes with “personal” insurance (liability is world-wide
on a basic homeowners policy – never on commercial never on commercial never

forms [coverage needs to be specifi cally extended]).

LLC’s are a very bad idea for seasonal homes.

Remote car door locks – code can be intercepted

Making the web rounds is notice that there is an 
intercepting device thieves are using to clone car security 
codes when car doors are locked using the key-chain 
locking device.  Thieves sit a distance away (such as in a 
shopping mall complex) waiting for the victim to remotely 
lock their car and walk away.  The interceptor can then 
unlock the car with the stolen code.

Advice is to use the lock button on your car upon exiting, 
which does not send a security code in the airwaves. 

   Data Security  -  just a few more facts
Recent studies show that almost half of all data 
security breaches result from lost or stolen lap-tops 
with the average cost per recordcost per record of almost $200.  
With new privacy legislation facing Massachusetts, 
review of your security and insurance funding for 
breaches is wise.  
                                    Call us for information.   

More on cell phones while driving
Recently reported: Legal settlements against businesses 
for injuries caused by employees while talking on their 
cell phones resulted in judgments of $20M, $16M, and 
one felony count.     Enough said??
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N.P. James Insurance Agency specializes in technology risks
Clients have relied on Nancy James for over 20 years to help protect them from unexpected
losses that range from hardware and software failures to attacks from "shark-infested"
cyberspace.

Nancy James distinguishes herself as a technology risk expert among larger general insurance
agencies for two reasons:

• Deep technology product knowledge from her background of more than a dozen years as
a computer systems designer.

• A reputation as a thought leader for emerging risk in technology

Citigroup..... Wachovia..... Bank of America...... Tufts University...... Iron Moun-
tain...... .Time Warner...... Cisco Systems......  LexusNexus......  ChoicePoint......
SuperPages...... all of my readers know the statistics of an Internet breach...... ..remember,
I have said that the US Attorneyʼs Office points to insiders (employees) as lead-
ing the list of intruders.

Internet/CyberLiability Insurance is designed to cover......

• Most Infringement issues (excluding patent)
• Unauthorized Access/Hacking
• Denial of Service
• Defamation issues
• Privacy violations

Now do you want to reconsider insurance for your Internet exposures?

Opinion:

New Massachusetts privacy legislation  201 CMR 17.00 is bad law!

New legislation regarding data security in combinations of name, social security number, driver’s license 
number, credit card or credit card or credit card fi nancial account number is being imposed on the Commonwealth’s businesses.  fi nancial account number is being imposed on the Commonwealth’s businesses.  fi nancial account number
My professional opinion is that the computer related requirements are both unduly burdensome as well 
as unenforceable.  It appears to be an avenue strictly for the purpose of fi ningfi ning our Commonwealth’s 
commercial enterprises for failures in “best efforts” to keep computerized private information from being 
compromised or stolen.  This, of course, puts more and more of the burden for not being a victim of 
crimes on the victim and not on the perpetrator.  

Conclusion: this is an ill-advised and burdensome piece of legislation.

******  IN THIS ISSUE  *****    

• RISK is a 4-letter word

• LLC’s versus Personal Trusts for seasonal homes

• Opinion: Data Security – new Massachusetts legislation

• Cell phone use while driving

• Remote car door locks risks


